TRINITY VALLEY COMMUNITY COLLEGE
HEALTH OCCUPATIONS DIVISION
TECHNOLOGY, SOCIAL MEDIA & CONFIDENTIALITY POLICY

TECHNOLOGY - LECTURE

1. Cell phones must be silenced at all times when in class. Failure to do so will result in the cell phone being taken up by the instructor and not returned to the student until the end of the class or clinical day.

2. Laptop computers may be brought to lecture. TVCC computers may not be utilized during lecture times for completion of homework assignments or playing computer games. 
3. Cell phones may not be in the room during a test.  Any cell phones found during a test will result in the phone and test being taken up and the student's test being graded from that point. If it is determined a student is using a cell phone to share information with another student, both students will be subject to the HSC Honesty Policy disciplinary actions.

4. No technical media (cell phones, cameras, tape recorders, etc) are allowed in the room during test review. Students found with any of these items during test review will be subject to the HSC Honesty Policy disciplinary actions.

5. Faculty request that student ask their permission to record class or take photos of PowerPoint slides, and respect that faculty member’s decision to allow or disallow.  If permission is granted, students may not post the recording or photos on social media.  An instructor’s PowerPoint is considered intellectual property.  

TECHNOLOGY – CLINICAL/SKILLS LAB
1. Personal cell phones must be turned off or on silent at all times, including post conference. Students must follow the facility’s policy on cell phones, which may ban cell phones from the clinical areas altogether.  
2. Taking photographs or recording of conversations is strictly forbidden in all patient areas even if the patient is not identifiable.  Students who do so are in violation of HIPAA and are subject to immediate expulsion from the health occupations division program and potential investigation by the Federal Office of Civil Rights.  
3. Students may ask a peer to record (with the student’s own phone) their performance practicing a skills for the purpose of self-evaluation and improvement.  These recordings may not be posted on social media including Facebook or YouTube.  

SOCIAL MEDIA & CONFIDENTIALITY 
1. Students must recognize that they have an ethical and legal obligation to maintain patient privacy and confidentiality at all times.

2. Students must not transmit by way of any electronic media any patient-related information or image that is reasonably anticipated to violate patient rights to confidentiality or privacy or to otherwise degrade or embarrass the patient.

3. Students must not share, post, or otherwise disseminate any information (including images) about a patient or information gained in the nurse-patient relationship with anyone, unless there is a care-related need to disclose the information or other legal obligation to do so.

4. Students must not identify patients by name or post or publish information that may lead to the identification of a patient. Limiting access to postings through privacy settings is not sufficient to ensure privacy. 

5. Students must not refer to patients in a disparaging manner, even if they are not identified.

6. Students must not take photos or videos of patients on personal devices, including mobile devices.

7. Students must maintain professional boundaries in the use of electronic media.

8. Students must not make disparaging remarks about faculty or students.   

9. Students must not post any information identifying a client, client situation, clinical facility or staff, faculty member, guest lecturer or TVCC program experience on any social media website (even if positive comments). Social media outlets include but are not limited to: Facebook, LinkedIn, MySpace, YouTube, Twitter, Yahoo Finance, etc.  Health care workers have been fired for discussing patient cases on Facebook even though no names were discussed.  
10. Students must not give healthcare advice on social media sites. 
11. Students must not become a patient’s “friend” on a social media site. 
12. Any violation of this policy must be promptly reported to the team leader, provost and appropriate clinical facility. Disciplinary actions will be taken accordingly.  First violations may lead to counseling record, contract or dismissal from the program depending on the nature of the violation.
13. If the violation involves a patient, it will be dealt with as a possible HIPAA (Health Insurance Portability and Accountability Act) violation.  HIPAA protects the privacy of individually identifiable health information, called protected health information (PHI). The Department of Health & Human Services may impose civil money penalties for failure to comply with a Privacy Rule requirement.  A person who knowingly obtains or discloses individually identifiable health information in violation of HIPAA faces a fine of $50,000 and up to one-year imprisonment.  The criminal penalties increase to $100,000 and up to five years imprisonment if the wrongful conduct involves false pretense and to $250,000 and up to ten years imprisonment if the wrongful conduct involves the intent to sell, transfer, or use individually identifiable health information for commercial advantage, personal gain or malicious harm.  Criminal sanctions will be enforced by the Department of Justice.   Students may be banned from the clinical facility and subject to immediate expulsion from the health occupations division program and potential investigation by the Federal Office of Civil Rights.   
14. Faculty should keep professional boundaries in mind when deciding whether to “friend” students during the program.  Students and faculty are encouraged to create/join program “Facebook” fan pages instead.  
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